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A B S T R A C T  

The Internet of Things (IoT) has gained significant attention in recent years, with the proliferation of connected devices and the 

need for efficient data transfer in IoT networks. Software-Defined Networking (SDN) has emerged as a promising solution to 

address the challenges of network management and optimization in IoT environments. This paper presents a comparative study 

of data transfer in SDN network architecture in IoT, focusing on the benefits, challenges, and future perspectives of integrating 

SDN and IoT. Given the crucial role of security in IoT, this paper seeks to access a secure architecture for computer networks to 

provide a solution for security challenges. To achieve this, a comparative analysis of two SDN architectures is conducted in this 

research. We have utilized the Miniedit software, which serves as a laboratory for software-defined networks, to implement and 

simulate these SDN architectures. The results of this study are based on a comparison of the two secure architectures using DITG 

tables. This comparative study offers valuable insights into the integration of SDN in IoT network architecture and its influence 

on data transfer. 
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1. Introduction  

The Internet of Things embodies a connected set of anyone, 
anything, anytime, anywhere, any service, and any network. 
Today's technological world faces a rapidly growing 
phenomenon—the Internet of Things—where all human life 
devices are connected to each other. The aim of the Internet of 
Things is to provide an infrastructure for simplifying secure 
and reliable exchanges between objects [1]. The Internet of 
Things is a major trend in next-generation technologies, 
impacting a wide range of businesses and envisioning it as 
smart object communication and identifiable device 
infrastructure with extensive benefits.  The current internet 
connects everyone, but with the Internet of Things, everything 
connects to each other. IoT generally refers to a wide range of 
objects and items in our environment, from washing machines 
and refrigerators to lighting and HVAC systems, connected to 
the internet and controllable through smartphone apps and 
tablets. Today, the internet has transformed into a digital 
community, where nearly everything is interconnected and 
accessible from anywhere. Managing network equipment in 
such a space holds significant importance. Traditional 
networks have numerous vulnerabilities in this regard and will 
not be efficient for the current environment. Security in data 
transfer is crucial in the Internet of Things. For instance, in the 
medical field, while IoT has brought a significant 
transformation, the high sensitivity of the domain presents 
challenges. For example, dissemination of incorrect medical 
information could lead to loss of life, followed by tarnished 
medical institution credibility, or constant patient monitoring 
requires powerful data centers and suitable infrastructure.  

The term security in IoT encompasses a wide range of 
concepts and security requirements such as privacy, 
authentication, integrity, authorization, and access control, 
which are provided through various security mechanisms. The 
security situation in IoT is complex and sensitive. With the 
expansion of IoT in contemporary societies, security threats 
are advancing, and smart devices are continuously attacked 
[2]. An attacker could manipulate physical equipment, such as 
medical devices, alter encryption code, or destroy devices. 
Given this extensive network of connected devices and the 
exchange of information between them, security concerns and 
individuals' inability to control privacy become evident. 
Alongside the widespread use of IoT in various centers to 
mitigate security challenges and privacy concerns, the 
intrusion of hackers into computer networks and artificial 
intelligence requires the efforts and actions of legislators, 
policymakers, and system designers to identify solutions and 
countermeasures against threats and attacks.  Therefore, this 
study seeks a secure architecture for existing computer 
networks in the IoT field.  

However, the diverse and dynamic requirements of these 
IoT systems present significant challenges in ensuring the 
received quality of data. One approach that holds promise for 
addressing these challenges is Software-Defined Networking 
(SDN). SDN allows for dynamic control and management of 
network resources, enabling differentiated quality levels for 
different IoT tasks in heterogeneous wireless networking 
scenarios. However, the open interfaces in SDN also introduce 
new security risks, which can potentially disrupt the 
functioning of SDN-based IoT systems. In this article, we will 
explore the concept of SDN-based IoT security and in this 
regard, Software-Defined Networking (SDN) architectures, a 
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part of secure network architectures, are examined in this 
research. 

SDN is a new generation of networking that has simplified 
network management operations significantly by introducing a 
series of changes to network architecture. In an SDN network, 
a network administrator can manage the network through 
software-based coding. In a software-defined network, adding, 
removing, or changing network functionality and behavior 
won't require hardware modifications. Instead, the network 
administrator can achieve this through brief adjustments in 
software or source code [3]. Traditional IP networks (legacy 
networks) had extensive applications, but their weaknesses lay 
in high complexity and management difficulties. Managing IP 
networks is challenging from two perspectives: one is network 
configuration according to predefined policies, and the other is 
reconfiguration in response to failures, traffic loads, and 
changes. Additionally, traditional networks possess vertical 
integration, meaning that data and control levels are integrated 
and not separated. 

SDN, or Software-Defined Networking, represents a new 
pattern or architecture that reduces network management 
complexity and centralizes network control by breaking this 
vertical integration and physically separating network control 
from router and switch levels. This way, the control of multiple 
network devices is achieved through software in a centralized 
point. In fact, SDN, with its introduced changes to network 
architecture, has provided intelligent control in software-
defined networks in a holistic manner [4]. Network 
administrators can, within a short time, manage, secure, and 
optimize their organization's network resources through SDN 
applications. The most crucial feature of SDN, distinguishing 
it from legacy networks, is its flexibility, evident in SDN 
networks. The key to this success lies in separation. 

In the modern world of information technology, the 
concept of the Internet of Things holds great significance and 
characteristics. This technology has numerous advantages, 
such as cost reduction, time savings, and object intelligence. It 
is also applicable in various fields, such as medicine and 
agriculture. However, its challenges cannot be overlooked. 
Among the foremost challenges of this technology are security 
and the issue of data privacy. In the Internet of Things, every 
connected device can potentially serve as a gateway to the IoT 
infrastructure or personal data. Therefore, before designing 
security architecture in IoT, a framework must be provided to 
identify all angles and factors related to its security. Hence, the 
identification of all security-related factors in IoT can prevent 
threats and attacks, ensuring security in data encryption on 
devices and network transmission routes, data collected by 
sensors, data stored in databases, and service provision 
security. 

The rapid growth of Internet of Things (IoT) devices has 
led to an increasing demand for efficient data transfer in 
Software-Defined Networking (SDN) architectures. This 
study aims to compare and analyze different data transfer 
methods within SDN network architecture in the context of 
IoT applications. By examining the security aspects of various 
data transfer approaches, this research seeks to identify the 
most suitable method for handling IoT data in SDN 
environments. The findings of this comparative study will 
contribute to the optimization of data transfer mechanisms in 

SDN-based IoT networks, leading to improved network 
efficiency and reliability. 

This focused introduction sets the stage for the comparative 
study and highlights its significance in addressing the 
challenges of data transfer in SDN network architecture within 
the context of IoT. The objective of this comparative study is 
to delve deeper into the realm of securing data transfer within 
SDN network architecture for IoT applications. By analyzing 
different security mechanisms and protocols available, we aim 
to provide insights into the strengths and weaknesses of 
various approaches [5]. Throughout this study, we will explore 
the fundamental concepts of SDN network architecture and its 
integration with IoT. We will highlight the unique security 
challenges that arise in this context and discuss how different 
security mechanisms can be employed to mitigate risks. In 
essence, this research seeks to answer the question of how the 
SDN network architecture can be utilized in IoT for its security 
enhancement. 

Overall, this comparative study aims to contribute to the 
existing body of knowledge in the field of network security by 
shedding light on the various approaches to securing data 
transfer in SDN network architecture for IoT. By 
understanding the strengths and weaknesses of different 
security mechanisms, organizations can make informed 
decisions to protect their IoT deployments and ensure the 
privacy and integrity of their data. 

2. Background 

The Internet of Things is a new paradigm known as the 
"Internet of the Future," and its main idea is to connect all 
objects in the world to the Internet. IoT integrates various 
sensors, objects, and smart nodes that can communicate with 
each other without human intervention. Currently, it has wide-
ranging applications in smart networks, healthcare, and 
transportation. IoT aims to create extensive applications for 
improving human life and the global economy. As a result, 
significant business opportunities will emerge in the field of 
IoT. 

According to the Global Competitiveness Index (GCI), 
several countries, including Iran, are transitioning from factor-
based economies to efficiency-driven economies and are 
striving to improve their competitive positions [6]. One of the 
foundations of competitiveness is readiness to embrace new 
technologies. Therefore, to enhance global competitiveness, 
necessary readiness must be acquired to face emerging 
technologies that are expected to have a considerable impact 
on future competition. According to a Gartner report in 2015, 
the Internet of Things is one of the areas that will receive 
significant attention in the future. In many countries, the 
Internet of Things is considered a leading technology and has 
received investment. Alongside IoT development, security 
issues such as data privacy, access control, secure 
communication, and data storage security have emerged [7, 8]. 
The rapid growth of IoT tools and services has led to the 
development of numerous vulnerable and insecure nodes. One 
of the central challenges in IoT implementation is security. 
This challenge encompasses concepts such as authentication, 
access control, privacy, secure architecture, and structure. Due 
to the extensive scale of the IoT infrastructure, security and 
privacy challenges are more significant compared to other IoT 
challenges. To successfully establish the IoT infrastructure, 
security and privacy must be given serious attention. When 



Comparative Study of Data Transfer in SDN Network Architecture in IoT  

97 

billions of things are interconnected, precise security 
mechanisms are needed to protect information, data sharing 
over the IoT transmission medium, and individual privacy. 

In the rapidly evolving landscape of the Internet of Things 
(IoT), where billions of devices are interconnected, securing 
data transfer has emerged as a critical concern. With the advent 
of Software-Defined Networking (SDN) network architecture, 
managing and securing the massive influx of data has become 
even more complex. IoT devices, ranging from sensors and 
actuators to wearable devices and smart appliances, generate 
an enormous amount of data that needs to be transferred 
securely across networks. This data often includes sensitive 
information such as personal and financial data, as well as 
critical operational data for industries like healthcare and 
manufacturing. Ensuring the confidentiality, integrity, and 
availability of this data has become paramount. 

SDN network architecture provides a centralized approach 
to network management, allowing for dynamic and flexible 
network configurations. However, this shift towards 
centralization also introduces new security challenges. 
Traditional network security measures are often insufficient to 
protect against sophisticated attacks that target the SDN 
controller or the communication channels between the 
controller and the network devices. 

Table (1) provides a summary of some of the research 
carried out in the field of IoT security: 

Table 1. Research paper on IOT Security 

Description 

A review of applications, technology, and challenges in IoT research, 
focusing on security challenges related to data confidentiality, privacy, 
and trust [8]. 

Examines IoT applications in smart health, smart buildings, smart energy 
management, and smart cities. Addresses challenges such as secure 
communication, data exchange, and energy optimization [9]. 

Presents a roadmap for studying challenges such as privacy, trust, object 
identification, and access control. Analyzes the impact and role of each 
security component in the overall system [10]. 

Discusses the rapid growth of IoT and its applications, as well as potential 
security and forensic challenges [11]. 

Proposes three executable security schemes for IoT based on a layered 
structure for IoT architecture [12]. 

Explores the application of IoT in agriculture for quality production and 
addresses challenges including software, organizational, communication 
network, and security challenges [13]. 

Examines the application, and challenges of specific IoT use cases. 
Addresses unique object identification, standardization, privacy, physical 
object preservation, information confidentiality, and network security 
[14]. 

Assault vectors as recorded by Open Web Application Security 
Extend (OWASP) concern the three layers of an IoT framework, which 
are equipment, communication interface and interfaces/services. 
Subsequently, the execution of IoT security relief ought to include the 
security engineering at all IoT layers. [15] 

The expanding number and portability make them more appealing to 
assailants. In this manner, numerous methods have been coordinates to 
secure IoT, such as confirmation, accessibility, encryption, and 
information judgment. Interruption discovery frameworks (IDSs) are an 
viable security device that can be improved utilizing machine learning 
(ML) and profound learning (DP) calculations. [16] 

This paper portrays a novel arrange interruption location show based 
on machine learning procedures pointing to make strides discovery rate 
within the Web of Things environment. [17] 

The Internet of Things technology has always been a topic 
of discussion in the IT field, and to leverage its benefits, we 
need to address its challenges. Addressing these challenges is 
essential because the technology is expanding and being used 
more widely. Security is one of the most significant issues 
raised in the context of the Internet of Things. In IoT, every 
connected device can potentially serve as a gateway to the IoT 
infrastructure or personal data. Security and privacy concerns 
are vital, but with the introduction of complexity, security 
vulnerabilities and potential weaknesses in areas such as 
collaboration capabilities, compositions, and self-decisions, 
new risks related to IoT have emerged. Given that complexity 
leads to new vulnerabilities in services, the risk of privacy 
breaches in IoT increases. The implementation of the Internet 
of Things must be approved by law, ethics, society, and policy, 
considering legal challenges, systemic approaches, technical 
challenges, and business challenges. 

Therefore, in this section, we delve into exploring solutions 
to enhance the security of the Internet of Things (IoT). Given 
the security challenges mentioned in the previous section, 
having a robust and secure architecture for IoT networks can 
be among the most important solutions to address IoT security 
challenges. One of the latest architectures discussed in the 
network domain is Software-Defined Networking (SDN), 
which has different structures and conditions from a security 
perspective. 

Software-Defined Networking (SDN) is an approach in 
computer networks that empowers network administrators to 
manage network services through a higher-level abstraction. 
This is achieved by separating the decision-making system 
regarding traffic routing (control plane) from the underlying 
system responsible for directing packets to the chosen 
destination (data plane) [18]. The inception of SDN dates back 
to shortly after the release of Java by Sun Microsystems in 
1995. SDN is a dynamic, manageable, cost-effective, and 
adaptable architecture that aims to be suitable for bandwidth-
intensive applications of today. The OpenFlow protocol is a 
fundamental element of the SDN architecture [19]. The 
architecture of such a network is as follows: 1) Programmable 
directly, 2) Agile, 3) Centrally managed, 4) Programmatically 
configured, 5) Based on open and vendor-agnostic standards, 
and is independent of traditional network system producers. 
Custom-configured devices create a susceptible error-prone 
environment. 

Furthermore, they cannot fully utilize the capabilities of the 
physical network infrastructure. This has led to a paradigm 
shift in the network industry and is known as Software-
Defined Networking. Benefits such as programmability, task 
virtualization, and easy network management can be provided 
using the SDN platform. On the other hand, POX is defined as 
an open-source SDN controller resource based on Python, 
primarily used for rapid development and initial prototyping of 
new network applications. In a paper by Dr. Norman and Dr. 
Mahdi, performance metrics such as service latency, 
bandwidth used, received packets, and bytes were measured 
and recorded using network monitoring tools like iperf and 
ITG-D to evaluate the performance of the POX controller and 
operational performance. The results of this research suggest 
using the POX controller for rapid development and 
prototyping of network control systems and also a framework 
for interacting with openflow switches [20]. 
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2.1. Literature review:  

This section presents a review of previous research and 
literature focusing on Software-Defined Networking (SDN) 
networks in the context of Internet of Things (IoT) 
applications. The review encompasses studies that have 
explored the integration of SDN and IoT, with a specific 
emphasis on data transfer mechanisms, network architecture, 
and security preservation. By examining the findings and 
methodologies of these previous studies, this section aims to 
establish a comprehensive understanding of the existing body 
of knowledge in the field of SDN networks for IoT. The 
insights gathered from this review will inform the comparative 
analysis presented in this paper, shedding light on the 
evolution and current state of research in this domain. 

Securing data transfer in SDN networks for IoT involves 
implementing robust encryption protocols, authentication 
mechanisms, and access control policies [21]. Encryption 
ensures that the data remains confidential even if intercepted, 
while authentication verifies the identities of devices and users 
accessing the network. Access control policies enable the 
enforcement of fine-grained permissions and restrictions, 
preventing unauthorized access to sensitive data. 

Furthermore, the comparative study of different security 
approaches in SDN networks for IoT is crucial. It helps 
identify the strengths and weaknesses of various security 
mechanisms, enabling organizations to make informed 
decisions about implementing the most effective solutions for 
their specific requirements. By prioritizing the security of data 
transfer in SDN network architecture for IoT, organizations 
can mitigate the risks associated with unauthorized access, data 
breaches, and potential disruptions to critical operations [22]. 
Implementing robust security measures not only safeguards 
sensitive information but also fosters trust among stakeholders 
and ensures the long-term success and sustainability of IoT 
deployments. 

The integration of Software-Defined Networking (SDN) 
and Internet of Things (IoT) has paved the way for a more 
interconnected and intelligent world. However, as with any 
technological advancement, there are inherent security 
challenges that need to be addressed to ensure secure data 
transfer within the SDN network architecture for IoT. One of 
the primary challenges is the vulnerability of IoT devices 
themselves [23]. Many IoT devices are resource-constrained 
and lack robust security mechanisms, making them easy 
targets for attackers. These devices often have limited 
processing power and memory, making it difficult to 
implement complex security protocols. Another challenge lies 
in the centralized control plane of SDN networks. While the 
centralized control provides flexibility and agility, it also 
becomes a single point of failure and a potential target for 
attacks [20].. A compromise in the control plane can have 
severe consequences, as it can lead to unauthorized access, 
data manipulation, and disruption of services. 

Furthermore, the dynamic nature of SDN networks 
introduces new security concerns. The ability to dynamically 
allocate resources and reroute traffic opens up potential 
vulnerabilities that can be exploited by attackers [24]. This 
includes the risk of unauthorized access to network elements, 
unauthorized modifications to network policies, and the 
potential for man-in-the-middle attacks. 

Additionally, the sheer volume of data generated by IoT 
devices poses a significant challenge for security. The massive 
influx of data from sensors, devices, and applications requires 
robust encryption and authentication mechanisms to protect 
the confidentiality and integrity of the data [25, 26]. Without 
proper security measures in place, sensitive information can be 
intercepted, tampered with, or stolen, compromising the 
privacy of individuals and organizations. Addressing these 
security challenges requires a comprehensive approach that 
encompasses both hardware and software solutions. It involves 
implementing secure communication protocols, access control 
mechanisms, intrusion detection systems, and encryption 
algorithms specifically designed for resource-constrained IoT 
devices. Furthermore, continuous monitoring and auditing of 
the network infrastructure are necessary to identify and 
mitigate potential security breaches. Securing data transfer in 
SDN network architecture for IoT is a complex task that 
requires careful consideration of the unique security challenges 
posed by IoT devices and the dynamic nature of SDN 
networks. By understanding these challenges and 
implementing appropriate security measures, organizations 
can ensure the confidentiality, integrity, and availability of 
their data, fostering trust in the interconnected world of IoT. 

There are many studies which are focus on securing 
transferring data. In order to address the security challenges of 
SDN-based IoT systems, the study propose a novel security 
model called Middlebox-Guard (M-G). M-G is designed to 
reduce network latency, manage dataflow, and ensure the safe 
operation of SDN-based IoT networks. The model consists of 
several key components and mechanisms that work together to 
enhance security performance and manage dataflow 
effectively [26]. In other Study compares four SDN networks. 
Performance of networks with different numbers of controllers 
(1, 2, 3, 4) was evaluated. Concludes that network performance 
increases with the number of controllers. Used DITG tables for 
architecture comparison  [27]One of the key aspects of the M-
G model is the placement of middleboxes at the most 
appropriate locations within the network. These middleboxes 
are responsible for enforcing security policies and ensuring 
that data is transferred securely. To determine the optimal 
placement of middleboxes, M-G utilizes dataflow abstraction 
and a heuristic algorithm that takes into account different 
security policies. By placing the middleboxes strategically, M-
G aims to minimize network latency and improve the overall 
security of the IoT system [28]. 

Load balancing is another crucial aspect of managing 
dataflow in SDN-based IoT systems. M-G proposes an online 
Linear Program (LP) formulation to handle load balance 
effectively. This formulation takes into account the network 
traffic and allocates resources dynamically to ensure that the 
dataflow is distributed evenly across the network. By 
implementing load balancing mechanisms, M-G aims to 
prevent congestion and optimize the overall performance of 
the IoT system [21]. 

The integration of SDN in wireless networks and its 
enhancements to optical and wireless networks have been 
explored in the context of IoT. Researchers have analyzed the 
support for the OpenFlow protocol in existing wireless 
networks and discussed the benefits of using SDN in wireless 
networks [29]. SDN has also been proposed as a solution to 
address the challenges of network management and 
optimization in IoT environments, particularly in terms of 
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scalability and mobility [30]. Additionally, SDN has been 
integrated with optical and wireless networks to improve data 
protection during transmission and storage in IoT systems. 

The integration of SDN and IoT presents numerous 
opportunities for future research and development. 
Knowledge-driven SDN has been identified as a potential 
approach to enhance IoT networks by leveraging IoT data and 
enabling intelligent decision-making (Li et al., 2020). Future 
research can focus on exploring the potential of knowledge-
driven SDN for IoT and developing new architectures and 
frameworks that leverage the capabilities of SDN to address 
the evolving challenges in IoT environments. Additionally, 
research can be conducted to further optimize data transfer in 
IoT networks by leveraging edge computing, fog computing, 
and the efficient utilization of network resources [31] . 

The literature available on the topic of data transfer in SDN 
network architecture within the context of IoT encompasses 
several notable studies. "An Agile Privacy-Preservation 
Solution for IoT-based Smart City using Different 
Distributions" presents a comprehensive approach to privacy 
preservation in IoT-based smart cities, shedding light on the 
importance of secure data transfer and privacy protection in 
IoT networks. The study emphasizes the significance of 
efficient data transfer methods in ensuring privacy and security 
within IoT environments [32].Similarly, "A Dynamic SDN-
based Privacy-Preserving Approach for Smart City Using 
Trust Technique" introduces a dynamic privacy-preserving 
approach for smart cities, leveraging Software-Defined 
Networking (SDN) and trust techniques. This paper 
underscores the relevance of privacy preservation and secure 
data transfer in the context of smart cities, aligning with the 
objectives of our comparative study [33]. 

Furthermore, another study contributes valuable insights 
into forwarding and caching schemes in Information-Centric 
Software-Defined Networks. The paper explores innovative 
approaches to data transfer and caching, highlighting the 
importance of efficient data dissemination and retrieval in 
SDN environments [34]. The study introduces a method for 
privacy preservation in IoT-SDN integration environments, 
emphasizing the importance of secure data transfer and privacy 
protection in integrated IoT and SDN systems. The study 
addresses the critical aspects of privacy preservation and 
secure data transfer, aligning with the objectives of our 
comparative study [35, 36].Similarly, "A Method for Privacy-
Preserving in Smart City with Software Defined Networking" 
presents a method for privacy preservation in smart cities using 
Software-Defined Networking (SDN). This paper underscores 
the relevance of privacy preservation and secure data transfer 
in the context of smart cities, contributing to the understanding 
of privacy-preserving techniques within SDN environments. 

These seminal works provide a strong foundation for 
understanding the challenges and opportunities related to data 
transfer in SDN network architecture within IoT applications. 
By building upon the findings and methodologies presented in 
these studies, our comparative analysis aims to contribute to 
the advancement of data transfer mechanisms in SDN-based 
IoT networks, ultimately enhancing network efficiency, 
scalability, and security. SDN architecture can provide several 
security benefits, such as centralized control and visibility, 
network segmentation, and policy-based management. By 
using SDN, security policies can be easily enforced throughout 

the network, and traffic can be monitored and analyzed in real-
time. 

A comparative analysis between traditional IoT networks 
and SDN-based IoT networks has been conducted to evaluate 
the performance improvements achieved by SDN. The 
analysis focuses on metrics such as latency, jitter, and 
throughput. The results demonstrate that SDN-based IoT 
networks significantly improve network efficiency by 
reducing network overheads and enhancing communication 
between nodes and controllers [37]. The average latency and 
jitter percentile improvements achieved by SDN-based IoT 
networks are substantial, highlighting the benefits of SDN in 
optimizing data transfer in IoT environments and decrease 
complexity.    

Traditional security mechanisms such as firewalling have 
been deployed at the edge of the Internet. These mechanisms 
are used to protect the network against external threats. 
However, these mechanisms are insufficient for securing the 
next-generation Internet. The edgeless architecture of the 
Internet of Things raises further concerns about network access 
control and software validation. In the context of IoT, there 
isn't a simple solution for managing interactions between each 
node [38]. For instance, if a thing becomes compromised by a 
virus, this issue could spread throughout the network without 
proper control. 

One of the main advantages of SDN is network 
segmentation, which allows for the creation of virtual networks 
that are isolated from one another. This can help prevent lateral 
movement of threats within the network, as well as limit the 
scope of any potential breaches. Another benefit of SDN is the 
ability to apply policies based on specific criteria, such as user 
identity or application type [39]. This can help ensure that only 
authorized traffic is allowed on the network, and that any 
potential threats are blocked. Overall, SDN architecture can 
provide a more secure and flexible network infrastructure, 
allowing organizations to better protect their data and assets. 

3. Research methodology 

With the exponential growth of internet-connected devices, 
ensuring secure networks remains one of the toughest 
challenges for network administrators. Safeguarding such vast 
and heterogeneous networks is a daunting task. In this context, 
the emerging paradigm of Software-Defined Networking 
(SDN) introduces significant opportunities and potential to 
overcome these challenges more efficiently. In this section, we 
first introduce two SDN architectures and describe metrics of 
performance of data transferrin . Then we implement these two 
SDN architecture in the Mininet simulator. Then, we compare 
these architectures based on network security requirements to 
determine which architecture is better suited for a secure 
Internet of Things. 

The SDN architectures were designed and implemented 
using the Mininet simulator. The Miniedit software, an option 
within Mininet, was utilized to create the network 
architectures, which include hosts, switches, controllers, and 
virtual links. The Mininet simulator supports both traditional 
routing and SDN using the OpenFlow protocol. This allowed 
for the creation and implementation of the SDN architectures 
in a controlled virtual environment for research and 
educational purposes. Software-Defined Networking (SDN) is 
a novel architecture in computer networks that enables 
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network management at a higher level. This is achieved by 
separating the decision-making layer about traffic routing 
(control plane) from the underlying layer responsible for 
packet forwarding to the selected destination (data plane). 
SDN decouples the network's control plane from its data plane. 
This is accomplished by switches using "rules" defined by a 
centralized component, the SDN controller, to guide traffic. 
The communication between SDN switches and the controller 
is implemented using protocols like the OpenFlow protocol. 

The reason for choosing software-defined networks for IoT 
security lies in SDN's ability to offer ample opportunities for 
network protection in a more efficient and flexible manner. In 
the SDN architecture, network devices do not make transport 
decisions. Instead, network devices communicate with a 
dedicated node called the SDN controller to receive 
appropriate transport decisions. Various protocols can be used 
by network devices to communicate with the controller, with 
OpenFlow being the most common one. OpenFlow defines 
control messages that enable the SDN controller to securely 
connect with network devices, query their current state, and 
install forwarding instructions. Moreover, OpenFlow provides 
comprehensive and flexible traffic management through 
twelve fields in packet headers to match network traffic.  

In this study in order to evaluate performance of data 
transfer can be measured using various metrics, including: 

Total Time: This metric refers to the total duration taken 
for the complete data transfer process, from the initiation of the 
transfer to its completion. It provides a holistic view of the time 
required for the entire data transfer operation. 

Average Bitrate: Average bitrate is the average rate at 
which bits are transmitted over a specific period of time. It 
measures the average data transfer speed and is often expressed 
in bits per second (bps) or a higher unit such as kilobits per 
second (Kbps) or megabits per second (Mbps). This metric 
offers insights into the average data transmission speed over 
the entire transfer process. 

Average Packet Rate: The average packet rate measures the 
average number of packets transmitted per unit of time. It 
provides information about the frequency of packet 
transmission and is useful for assessing the efficiency of data 
transfer in terms of packet delivery rates. 

In this study two architecture of SDN will be analyzed to 
present a guideline for using this secure network. These 
metrics, provide a comprehensive understanding of the 
efficiency of data transfer in SDN architectures. 

4. Experimental Evaluation of SDN Architectures 

As mentioned in the previous section, this research requires 
the Mininet simulator for SDN architecture implementation. 
Since Mininet is installed on Linux, we first install VMware 
software as a virtual machine on our device and then 
implement the Linux operating system on it. Mininet simulator 
encompasses different components, one of which is Miniedit, 
considered as a lab for Mininet. This lab includes sections for 
controllers, switches, and etc. Two architectures are 
considered in this study, with their implementation detailed in 
Figure1 and Figure 2. 

Our architecture has an SDN network with Network 
Access Points (NAPs) at its edges. Each NAP is identified by  

 

Figure. 1. The first Architecture of SDN 

 

Figure. 2. The second Architecture 

an NAP ID, and all NAPs recognize all ID NAPs. NAPs are 
connected to the SDN network using SDN switches. When we 
mention "an OpenFlow protocol exists in a NAP," it means that 
the NAP uses it to connect to the network. 

Packet forwarding between NAPs is conducted using the 
Bloom filter method. In essence, each main network link is 
identified by a specific bit array, known as a link identifier. 
Path identifiers are stored in IPv6 address fields, making it 
straightforward to create appropriate flow rules for Bloom 
filter-based transport. Specifically, from a high-level 
perspective, each SDN switch is configured with an OpenFlow 
rule on every interface. This rule examines a subnet mask 
within the destination IPv6 address and, upon successful 
validation, forwards the packet from the respective interface. 
This validation occurs across all interfaces, allowing a packet 
to be sent through multiple interfaces. OpenFlow rules needed 
for implementing Bloom filter-based transport are installed 
once during network initialization. Path identifiers within our 
architecture are bidirectional, meaning a path identifier used to 
send a packet from A NAP to B NAP can also be utilized for 
sending packets from B to A. Another intriguing aspect of path 
identifiers is their potential for combining to create multi-cast 
trees. For instance, given the B → A Path identifier 
representing the path from A NAP to B NAP, and another path 
identifier C → A Path for the path from A NAP to C NAP, 
combining the B → A and C → A paths results in a new path 
identifier that can be used for multicasting packets from A 
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NAP to B and C NAPs. Ultimately, our system assumes that 
the SDN controller knows the network topology, all link 
identifiers, and URI CoAPs associated with each NAP, 
offering a "Northbound" API that enables resource owners to 
install, update, or remove them. 

In the next proposed architecture (figure2) featuring 
multiple SDN domains, we assume that within each domain, 
there is one SDN controller or multiple SDN controllers. These 
controllers exclusively manage devices within their respective 
domains, with a domain representing an organizational 
network or a data center. A SDN-based architecture for the 
Internet of Things requires a scalable and extensive connection 
across numerous SDN domains. To achieve such broad-
ranging communication, we introduce a new type of controller 
within each domain: the root controller, also referred to as the 
border controller. Some hierarchical architectures suggest 
distributing control functions for optimization and distribution 
in SDN. We suggest not distributing control functions across 
multiple controllers, but rather distributing routing and 
security rule functions to each border controller. Additionally, 
these controllers are responsible for establishing connections 
and exchanging information with other SDN border 
controllers. In this architecture, we have four hosts, where two 
are connected to one controller, and the other two are 
connected to another controller. Both controllers are then 
connected to a central controller. The overarching principle of 
network security is to expand SDN domains into multiple 
domains, with each controller in each domain exchanging its 
security rules. SDN controllers exist that act as security 
guardians at the periphery of the evolved SDN domain to 
ensure network safety. Secure connections can be established 
between domains by merely adding SDN controllers. Only 
recognized traffic can be accepted. While controllers know 
their own domain policies, they are unaware of policies in 
other domains. Consequently, when a node seeks to establish 
communication with another node from a different domain, the 
flow must be directed toward the Controller Security, also 
known as the Controller Border, which queries neighboring 
security controllers to ascertain knowledge of the intended 
destination. 

5. Reslt and discussion 

5.1. Comparative Analysis of the Performance of Two 

SDN Architectures 

In Architecture Number One, all three hosts are connected 
to three switches, and each of these switches is connected to a 
single controller. However, in Architecture Number Two, we 
consider having one controller for each SDN domain. This 
feature in Architecture Number Two makes it a more secure 
option compared to Architecture Number One. Considering 
that other influential factors exist in computer networks, in this 
study, we compare the secure Architectures Number One and 
Number Two based on their other features to determine which 
architecture is more optimal for IoT in the medical field. 

In the Mininet environment, there is a capability called 
DITG that evaluates network traffic and presents network 
details in the form of a table. We obtained the DITG table for 
both architectures (Figures 3 and 4). 

Based on the DITG tables for both architectures, the 
differences between the two are as follows: 

 

Figure. 3. DITG table for Architecture Number One 

 

Figure. 4. DITG table for Architecture Number Two 

1. Total Time: In Architecture Number One, the total 
time is 14.917863, which is slightly lower than 
Architecture Number Two's total time of 14.923352. 
This indicates that packets will be sent faster in this 
architecture compared to the second architecture. 

2. Average Bitrate: Average bitrate represents the rate of 
transferred bits from one location to another. In 
Architecture Number One, it's 7.990421, while in 
Architecture Number Two, it's 7.987482. This implies 
that more bits are transferred in less time in the first 
architecture. 

3. Average Packet Rate: Similar to the previous cases, 
the average packet rate in Architecture Number One is 
9.988026, while in Architecture Number Two, it's 
9.984352. Architecture Number One has a slightly 
higher packet rate than Architecture Number Two. It's 
important to note that the number of sent packets is the 
same in both architectures. 

Architecture Number Two offers higher security by 
assigning one controller per SDN domain. However, based on 
the DITG tables, Architecture Number One is faster. The 
choice of which architecture is better for our network depends 
on our priorities. Whether we prefer a faster network or a more 
secure one, considering that both architectures fall under the 
category of secure architectures. Comparing these two 
architectures through their simulations can lead to a better 
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decision on which SDN architecture to choose, depending on 
the specific conditions.  

The wider context and limitations of the study are 
important aspects to consider. The findings of the study can be 
generalized to similar contexts and scenarios where software-
defined networking (SDN) architectures are employed within 
Internet of Things (IoT) network environments. However, it is 
essential to acknowledge the specific scope and context of the 
study, as the findings may not be universally applicable to all 
IoT network architectures or SDN implementations. The 
assumptions made in the study include the assumption that the 
comparative analysis accurately reflects the performance 
characteristics of the two secure SDN network architectures 
under investigation. Additionally, it is important to recognize 
that the study's findings are based on a specific set of metrics 
and parameters related to data transfer performance, which 
may not encompass the full spectrum of factors influencing 
IoT network operations. Furthermore, the study's limitations 
include the potential for variations in network environments, 
hardware configurations, and operational conditions that may 
impact the generalizability of the findings. These 
considerations underscore the need for further research and 
validation in diverse IoT network settings to ascertain the 
broader applicability and robustness of the study's conclusions. 

6. Conclusion 

The potential benefits of the Internet of Things and its 
contribution to improving human life pave the way for the 
development of IoT. As challenges become gradually fewer, 
or they find suitable paths with minimal individual, societal, 
and environmental impacts. However, the Internet of Things 
requires further study to prevent vulnerabilities and misuse by 
intruders and malicious actors. Additionally, experts can 
enhance its security by implementing complex algorithms for 
exchanging information across different levels of the IoT. 

In this study, we examined the Internet of Things, 
highlighted its pros and cons, and addressed security 
challenges. We explored the necessity of network architecture 
in solving security challenges and concluded that software-
defined networking (SDN) architectures are among the secure 
network architecture options. Consequently, we compared two 
secure SDN network architectures. The comparison indicated 
that the first architecture exhibits higher transmission rates and 
faster speeds compared to the second architecture 

In conclusion, our in-depth exploration of the Internet of 
Things (IoT) and its integration with software-defined 
networking (SDN) has yielded valuable insights into the 
potential benefits and challenges associated with IoT network 
architecture. Through a comprehensive comparative analysis 
of secure SDN network architectures, we have uncovered 
significant findings that can guide decision-making for IoT 
experts and network architects. The superior transmission rates 
and faster speeds exhibited by the first architecture underscore 
its potential as a robust and efficient option for IoT network 
deployment, emphasizing the critical role of network 
architecture in optimizing data transfer performance. 

Furthermore, the integration of SDN within IoT network 
architecture has been shown to offer a range of substantial 
benefits, including fault tolerance, energy management, 
scalability, load balancing, and security service provisioning. 
These advantages highlight the transformative impact of SDN 

on IoT network management, paving the way for enhanced 
network efficiency and reliability. The observed 
improvements in total time, average bitrate, and average 
packet rate further underscore the tangible benefits of SDN-
based IoT networks in optimizing data transfer performance. 

As IoT continues to evolve and expand, the findings from 
this study provide actionable insights that can inform strategic 
decisions regarding the adoption of secure SDN network 
architectures within IoT environments. By leveraging these 
insights, IoT experts and network architects can make 
informed choices that align with the goals of enhanced 
performance, reliability, and security within IoT network 
infrastructure. 

Understanding secure architecture in SDN data transfer 
offers a multitude of benefits, including enhanced network 
reliability, improved data integrity, and strengthened resilience 
against potential security threats. By comprehensively 
grasping the intricacies of secure architecture within SDN, 
network administrators and cybersecurity professionals can 
proactively implement robust security measures to safeguard 
data transfer processes. This understanding enables the 
identification and mitigation of vulnerabilities, thereby 
fortifying the network infrastructure and minimizing the risk 
of unauthorized access, data breaches, and malicious activities. 
Additionally, a deep understanding of secure architecture in 
SDN data transfer empowers organizations to uphold 
compliance with industry regulations and standards, fostering 
trust and confidence among stakeholders. Ultimately, this 
knowledge serves as a cornerstone for establishing a secure 
and resilient data transfer environment, underpinning the 
foundation for reliable and secure network operations within 
software-defined networking architectures. 

Overall, this study contributes to the growing body of 
knowledge surrounding the integration of SDN in IoT network 
architecture, offering practical implications for the design, 
implementation, and management of efficient and secure IoT 
networks. The transformative potential of SDN in optimizing 
data transfer performance underscores its significance as a key 
enabler of enhanced IoT network efficiency and reliability. 
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